NHO®OPMAIINMOHHAS TAMATKA
JJIS OBYYAIOLHIUXCS JISA PASMEIIEHUSA
HA OOUIIUAJIBHBIX UTHTEPHET-PECYPCAX

C KaxabIM rOJI0OM MOJIOJIC)KH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a
IIKOJILHUKHU OJTHU W3 CaMbIX aKTUBHBIX MOJIb30BaTesie Pynera. Mexny
TE€M, IOMUMO OFPOMHOT0O KOJIMYECTBA BO3MOKHOCTEM, UHTEPHET HECET U
mpoOsieMbl. ITa MaMATKA JIOJHKHA IMOMOYb TeOe O€30MacHO HaXOAUThCS
B CETH.
KoMnbTEepHBIE BUPYCHI
KoMnbprOTEpHBIE  BUPYC - 3TO Pa3HOBUIHOCTb KOMIIBIOTEPHBIX
nporpaMM, OTJIMYUTEIBHOW  OCOOCHHOCTHIO  KOTOPOM  SIBISIETCS
CIIOCOOHOCTh K pa3MHOXKEHHUI0. B j0mosiHEHHE K 3TOMY, BUPYCHI MOTYT
MOBPEIUTh WM TIOJTHOCTHIO YHHUYTOXHUTH BCe (ailbl W JIaHHBIC,
MOJAKOHTPOJIbHBIE TOJIb30BATENI0, OT UMEHU KOTOPOro Oblia 3aImylleHa
3apakK€HHasl MporpaMma, a TakKe MOBPEIUTh WIW JaK€ YHHYTOXHUTh
OTIEPAIIMOHHYIO CUCTEMY CO BceMmu (ailiamu B 11eioM. B OObITMHCTBE
CIIy4aeB pACIPOCTPAHSIIOTCA BUPYCHI YEPE3 UHTEPHET.
MeTtopbl 3aIUThI OT BPEIOHOCHBIX MTPOTPAMM:
1. Hcmone3yil COBpEMEHHBIE ONEPALMOHHBIE CHCTEMBI, HMEIOIIUE
CEPBE3HBIN YPOBEHD 3AIIUTHI OT BPEIOHOCHBIX TPOTPAMM.
2. IlocrossHHO ycTaHaBinuBai mayTd (IM(poOBBIE 3aIIaTKH, KOTOPbHIC
aBTOMATUYECKH YCTAHABJIMBAIOTCA C 1IE€JIbIO JIOPAOOTKH MPOrpaMMbl) U
Ipyrue OOHOBJICHUSI CBOEH omepalMoHHOW cucTeMbl. CkauumBail uX
TOJBKO C oduIimagpHoro caita paspadorunka OC. Ecim cymiectByer
PEKUM aBTOMATUYECKOTO OOHOBJIEHUSI, BKJIFOYH €T0.
3. PaboTaii Ha CBOEM KOMIBIOTEPE MO IMpaBaMu IOJb30BATEIS, a HE
aAMUHHUCTpaTOpa. ITO HE TO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX
MPOrpamMM MHCTAJJIMPOBATHCS HA TBOEM MEPCOHATLHOM KOMIBIOTEPE.
4. Wcnonb3yll aHTUBHPYCHBIE MPOTPAMMHBIE MHPOAYKTHI H3BECTHBIX
MPOU3BOAUTENIEH, C aBTOMATHUYECKUM OOHOBJICHUEM 0a3.
5. Orpannub (HU3UUECKUNA MOCTYN K KOMIBIOTEPY JJIsi MOCTOPOHHUX
JIII.
6. Wcnonb3yil BHeHIHUE HOcUTeNW WHGOpMAIUU, Takue Kak (uiellka,
JTWCK WK (dailyl 13 HUHTEPHETA, TOJIbKO U3 IPOBEPEHHBIX HCTOUYHUKOB.
7. He oTKpbIBail KOMIIbIOTEpHBIE (halIIbl, TOTYUYCHHBIE U3 HEHAJIEKHBIX
UCTOYHUKOB. Jlaxke Te (hailsibl, KOTOpbIe MpUCIal TBOM 3HAKOMBIM.
Jlydiile yTOYHHU y HETO, OTIPABJISI JIM OH TEOE UX.




Cetun WI-FI

Wi-Fi - 310 He BUJ mepefaun JaHHBIX, HE TEXHOJIOTHS, a BCErO JIUIIIb
openn, w™apka. Eme B 1991 roay Huaepianjickas KOMITaHUS
3apeructpupoBana openny "WECA", uyto 0603Hayago CI0BOCOYETAHUE
"Wireless Fidelity", xoTopslii mnepeBoAUTCS Kak 'OecrnpoBOHAsS
TOYHOCTH .

Jlo Haiero BpeMeHH Jounuia apyras ab0OpeBuarypa, KOTopas sBISETCS
TaKoM ke TexHosorueu. I1o abOpeBuarypa "Wi-Fi". Takoe HazBaHue
OBUIO JJaHO ¢ HAMEKOM Ha CTaHJApT BBICIICH 3BYKOBOW TexHuku Hi-Fi,
YTO B IIEPEBOJIE O3HAYAET 'BBICOKAs TOUHOCTB'.

Jla, OecmiaTHBIA WHTEPHET-IOCTYN B Kade, OTENsIX M a’dpormoprax
SBJISIETCS OTJIMYHOM BO3MOKHOCTHIO BbIXOJa B MHTEpHET. Ho MHOTrHE
OKCTIEPTHI CUMUTAIOT, 4TO oOmieaoctynHbeie Wi-Fi cetu He sBISIOTCS
0e301acHbBIMU.

CogeTbl 110 6€30MACHOCTH PAadOTHI B 00IIeTOCTYMHBIX ceTax Wi-fi:

1. He nepenaBaii cBOIO JIMUHYIO MH(POpMAIMIO Yyepe3 OOIeI0CTYITHbIE
Wi-Fi cern. PaboTas B HUX, *KeJIaTeIbHO HE BBOJUTH MApOJIM JOCTYIIA,
JIOTUHBI U KaKue-TO Homepa\

2. WUcnonb3ydt 1 OOHOBJISI aHTUBUPYCHBIE MPOTPAMMBI U OpaHaMayep.
Tem cambiM ThI oOe3omacuiib ce0si OT 3aKadyku BHpPyca Ha TBOE
YCTPOUCTBO.

3. Ilpu ucnonszoBanuu Wi-Fi otkimtoun ¢yskuuio "OOmmid 1octyn K
¢daitiam u npuHtepam'. JlaHHas QyHKIUS 3aKphiTa MO YMOJIYAHHUIO,
OJIHAKO HEKOTOphIC TOJIH30BATEIN AaKTUBUPYIOT €€ I yJa00CTBa
UCIIOJIb30BaHMs B paboTe Uin y4eoe.

4. He ucnonb3yi myonuunbii WI-FI nig nepegaum JUYHBIX JaHHBIX,
HaMpUMeEp Ui BbIXO/Ia B COITUATIBHBIC CETH WJIM B JIEKTPOHHYIO MOYTY;
5. Wcnonb3yi TOnpko 3amuiieHHOe coennHenune udepe3 HTTPS, a nHe
HTTP, 1.e. mpu Habope BeO-aapeca BBOAM HMEHHO https://.

6. B MoOmsHOM Tenedone oTkmoun GpyHkiwio "Tlogkrouenne k Wi-Fi
apToMatudecku'". He gomyckali aBTOMATUYECKOTO MOAKIIOUYCHUS
ycTpoiicTBa Kk ceTsiMm Wi-Fi 6e3 TBoero cornacusi.

CoumnaJjibHble ceTH

CoumanbHble CETHM aKTHUBHO BXOJAT B Hallly »W3Hb, MHOTHE JIIOJU
paboTaloT M )KUBYT TaM MOCTOSIHHO, a B Facebook yxe 3aperucrpupoBan
MWJUIHAP]T YEJIOBEK, YTO SBIISIETCS OJIHOM CEAbMOM BCEX KUTEJEU
miaHeTbl. MHOTHWE MOJb30BaTENM HE IMOHUMAIOT, 4YTO HWH(Opmanus,
pa3MelieHHass UMH B COLIMAIBHBIX CETSIX, MOXET OBbITh HaillieHa u




UCIIOJIb30BaHA K€M YTOJHO, B TOM YHCJE HE 00s3aTelbHO C OJarumu
HAMEPEHUSIMMU.

OcHOBHBIE COBETHI 110 0€30MACHOCTH B COUMAIBHBIX CEeTAX:

1. Orpannup COHCOK Apy3ed. Y TeOs B JAPY3bsSX HE JOHKHO OBITH
CIIy4YalHbIX U HE3HAKOMBIX JIIOJIEH.

2. 3amumiail CBOIO YacTHYIO ku3Hb. He ykasbiBail maposu, TesedoHsl,
ajpeca, JaTy TBOETO POXACHUS U APYTyH JHWYHYIO HHGOPMAIUIO.
3110yMBIIIJIEHHUKH MOTYT UCIIOIb30BaTh Jake HHPOPMAIIMIO O TOM, Kak
Thl ¥ TBOU POAUTEIIH IIJIAHUPYETE MPOBECTU KAHUKYJIBI.

3. 3amuinail CBOIO pemyTaiuio - Jep>KA €€ B YUCTOTE W 3aJaBail ceOe
BOIIPOC: XOTEN OBbI ThI, UTOOBI APYTHE TOJIH30BATEINU BUICIH, YTO ThI
3arpyxaemib? [logymaii, mpexae yeM 4To-TO OMyOJIMKOBaTh, HAIKMCATh
Y 3arPy3UTh.

4. Eciii TBI TOBOPULIBb C JIKOJbMHU, KOTOPBIX HE 3HAECIIb, HE UCIIOJIb3YyHU
CBOC pEaIbHOE UMS M APYIyI JIMYHYI0 HHGOPMALMHU: HUMS, MECTO
KUATEIIbCTBA, MECTO y4eObI 1 ITpoYee.

5. U3beraii pazmemenus pororpaduit B IHTEpHETE, T/A€ ThI N300pa’KeH
Ha MECTHOCTH, 110 KOTOPOH MOKHO ONPEAEIUTh TBOE€ MECTOIOJIOKEHUE.
6. Ilpu peructpaiuum B COLMAIbHOM CETH HEOOXOJUMMO HCIIOIB30BaTh
CJIO’KHBIE€ TIAPOJIH, COCTOSIIUE U3 OYKB U IIU(Dp U ¢ KOTUYECTBOM 3HAKOB
HE MEHee 8.

7. Jlnga coluanbHOW CETH, MOYTHI W JPYyTHUX CAWTOB HEOOXOIUMO
UCIIOJIb30BaTh pa3Hble Mmaponu. Torga eciau TeOs B3JIIOMAKOT, TO
3JIOYMBIIUICHHUKH TOJIy4aT JIOCTYN TOJIBKO K OJHOMY MECTYy, a HE BO
BCE Cpasy.

DJIEKTPOHHBIE ICHbIH

DNEKTPOHHBIE IEHBIH - 3TO OYEHb YJIOOHBIN CIIOCOO IIATEXKEW, OJTHAKO
CYyHIECTBYIOT MOILICHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TU JCHBIH.
DJIEKTPOHHBIE JICHBIW MOSIBUJIMCh COBCEM HEAABHO M MMEHHO H3-3a
ATOr0 BO MHOTHMX TOCYAapCTBax JI0 CHUX MOpP HE MPOINKHCAHO NMPO HUX B
3aKOHAX.

B Poccun ke oHM (yHKIMOHUPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE,
I7I€ UX Pa3eIsiIOT HaA HECKOJBKO BUJIOB - AaHOHUMHBIE U HE AaHOHUMHBIE.
Pazaunia B TOM, 4TO aHOHMUMHBIE - 3TO TE€, B KOTOPBIX pa3pelIAECTCS
MPOBOAUTH omepanuu 0e3 HuACHTU(PUKAIMA TIOJh30BaTENIsA, a B
HEAaHOHUMHBIX UJACHTU(HUKAIIMS TI0JIH30BATENS SBIISIETCA 00s3aTeTbHOM.
Taxke crenyer paznuyaTh JJIEKTPOHHbIC (UATHBIE JEHbIU (pPaBHbBI
rOCyJapCTBEHHBIM BaJIOTaM) U SJEKTPOHHbIE HE(pUATHBIE NEHBIU (HE
PaBHBI TOCYJAPCTBEHHBIM BAIKOTAM).




OcHOBHBIC CcOBeTbI MO 0e30macHOM padoTe ¢ 3JIEKTPOHHBIMH
JNeHbraMM:

1. IlpuBsku Kk cyeTty MOOWIBHBIN TeiaedoH. DTO caMblii yAOOHBIM U
OBICTPBIM  CIOCOO BOCCTAHOBUTH JOCTYN K cueTy. [IpuBsizaHHBIM
TeraeOoH MOMOXKET, eciii 3a0yellb CBOW IJIATEKHBIM Mapoyib WU
3aiICIIb HA CAUT C HE3HAKOMOT'O YCTPOMCTBA.

2. Hcnonb3yin onHOpa3oBeie naponu. [locne nmepexona Ha yCUIICHHYIO
aBTOpHU3alni0 TeOe yxe He OyIeT Yrpokarb OMacHOCTh KPaXKH WIIU
IepexBara MiaTeXxXHOro napoJis.

3. BeiOepu cioxHbli apods. [IpectynHukaMm OyeT He MPOCTO yraaath
CHOHBIM naposb. HanexxHbie mapoiu - 3T0 mapoJiv, KOTOPbIE COAEPKAT
HE MEHEee 8 3HaKOB M BKJIIOYAIOT B C€0sl CTPOYHBIE U MPOIMUCHBIE OYKBHI,
nu@psl M HECKOJBbKO CHMBOJIOB, TaKW€ KaK 3HAK Jaojuiapa, (yHTa,
BOCKJIUIIATEIbHBIN 3HAK U T.11. Hampumep, $tROng!;;

4. He BBOJIM CBOM JINYHBIE JAHHBIC HA CANTAX, KOTOPBIM HE JIOBEPSCIIIb.
DJIEKTPOHHAA N0YTA

DJIEKTPOHHAS MOYTa - 3TO TEXHOJIOTHS U IMPEIOCTABIIEMBIE €10 YCIYTH
0 TIEPEChUIKE W TMOJYYECHHIO BJEKTPOHHBIX COOOIIEHUH, KOTOpPBIE
pacrpefiessitoTcsl B KOMIBIOTEpHOU ceTH. OOBIYHO SJIEKTPOHHBIN
MTOYTOBBIN AIIUK BBITJISIIUT CIEIYIOIIUM oOpa3om:
UMs_T0JIb30BATENSI(@UMSI_JIOMEHa. Takke KpoMe Mepenayu MpOoCTOro
TEKCTa, UMEETCSI BO3MOKHOCTh MEpPeAaBaTh (hailibl.

OcHOBHBIE COBETHI 10 0€30MACHOM PadoTe € JJIEKTPOHHOM MOYTOM:

1. Hago BBIOpaTh mpaBWIIbHBIM MOYTOBBIA cepBUC. B MHTEpHETE €CTh
OTPOMHBIA BBIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJAHAKO JIyYIlIe
JIOBEPATH TEM, KOT'O 3HACIIb U KTO IEPBBINA B PEUTUHTIE.

2. He yka3piBail B JMYHOW mouTe JUYHYIO0 HHpopmanuio. Hampumep,
Jaydiie BbIOpaTh "'My3blKanbHBIN (aHaT@" wunm "pok2013" BMecTo
"remal3".

3. Ucnonb3yi ABYXATAlHYI0 aBTOPU3ALUI0. JTO KOTJa MTOMUMO MapoJis
HYHO BBOJIUTH KOJI, PUChUIA€MbI 10 SMS.

4. BeiOepu CHOXKHBIM Maposib. [ KaX0To MOYTOBOIO SIUKA JOJDKECH
OBITH CBOM HAaJIC)KHBIN, YCTOWUMUBBIN K B3JIOMY T1apOJIb.

5. Eciin ecth BO3MOKHOCTH Hamucarb CaMOMY CBOM JIMYHBIM BOIIPOC,
UCIIOJIb3YH 3Ty BO3MOKHOCTb.

6. Mcnoyib3yl HECKOJIBKO MOYTOBBIX SAIMIMKOB. [lepBbI 111 yacTHOU
MEPENUCKU C aJpecaraMu, KOTOPBIM Thbl TOBEPACIIb. ITO SICKTPOHHBIN
aJipec He HaJl0 UCIOJIb30BATh MPU PErUCTpalluu Ha (hopyMax U caiTax.




7. He oTkpbIBaii (aiiiibl ¥ Ipyrue BIOKECHUS B MMUChMaX, Ta)Ke €CIIU OHU
MPULILIA OT TBOMX Apy3eH. Jlydme yTOuYHM y HUX, OTIPABISUIA JU OHH
TeOe 3Tu Paisbl.

8. Ilocne okoHuaHusi pabOTHI Ha TTOYTOBOM CEPBHUCE MEPE]l 3aKPHITUEM
BKJIQJIKU C CAaTOM He 3a0y/b HaxaTh Ha "Beidtu'".

Kn0epOy/UIMHI WJIN BUPTYAJbHOE M3/1€BATEIbCTBO

KubepOynauar - mpecienoBaHue COOOIICHUSMH, COISPKAITAMHU
OCKOpOJIEHUS, arpeccuio, 3alyrMBaHHUE; XYJIUTAHCTBO; COIMAIbHOE
OOMKOTHPOBAHUE C TTIOMOIIBIO PA3JIMUHBIX HHTEPHET-CEPBUCOB.
OcHOBHBIE COBETHI 0 00pbOe ¢ KNOEPOYJJIMHIOM:

1. He Opocaiics B Ooi. Jlyummuii cmoco0: MOCOBETOBATHCA KaK ceOs
BECTH M, €CJIM HET TOro, K KOMy MOXHO OOpaTUThCS, TO BHauale
YCIOKOUThCA. Ecnu Thl HayHENmIb OTBEYaThb OCKOPOJICHUSIMH Ha
OCKOPOJIEHHUS, TO TOJIBKO €I1e OO0JIbIIIE Pa30X>KeIlb KOH(IHUKT.

2. YrpaBisiii cBoeil kubeppernyTaiuen.

3. AHOHUMHOCTH B ceTh MHUMasl. CyIIECTBYIOT CIOCOOBI BBISICHUTD, KTO
CTOUT 32 aHOHUMHBIM aKKayHTOM.

4. He cTout BeCTH XyJUTAaHCKUN 00pa3 BUPTyaIbHOU KU3HU. IHTEepHET
dbuUKCUpyeT BCE TBOM JEHUCTBHUS M COXpaHSAET UX. YJaIuTh UX OyAeT
KpanHe 3aTPYIHUTEIBHO.

5. Cobinrofait CBOO BUPTYAJIbHYIO YE€CTh CMOJIONY.

6. UrHopupyil enuHWYHBIM HeraTuB. OJHOPA30BbIE OCKOPOUTEILHBIC
COOOILIEHUS JIy4Ille UTHOPUPOBATh. OOBIYHO arpeccHs MpeKpailaeTcs Ha
Ha4yaJIbHOM CTaJuMU.

7. banm arpeccopa. B mporpammMax oOMeHa  MTHOBEHHBIMU
COOOIIIEHUSIMH, B COLUAIIBHBIX CETSIX €CTh BO3MOXHOCTHh OJOKHUPOBKHU
OTHpPaBKHU COOOIIEHUMN ¢ OMPEICICHHBIX aJPECOB.

8. Ecmu Tbl cBugerens kuOepOysuivHra. TBOM JEUCTBUS: BBICTYNHUTH
MPOTUB  TIpeCiieoBaTeNsl, IIOKa3aTb €My, UTO €ro JICHCTBUS
OIICHUBAIOTCS HETaTUBHO, MOJJAECPkKaTh JKEPTBY, KOTOPOM HYX HA
IICUXOJIOTHUYECKasi  IOMOILb, COOOIIMTh  B3pPOCIABIM O  (haKTe
arpecCUBHOIO MTOBEACHHUS B CETH.

MoOuiabHbI TeJ1eoH

CoBpemeHHbIE CMapT(QOHBI W IUIAHIIETHI COAEpk aT B ceOe BIIOJIHE
B3pOCIBIA (YHKIIMOHAJ, W TENepb OHU MOTYT KOHKYpPHPOBaTh CO
CTallMOHAPHBIMU KOMObIOTepamMu. (OJHAKO, CPEACTB 3alUTHI JJIs
MOJOOHBIX YCTPOMCTB IIOKa OYE€Hb Majio. TecTUpOBaHME M IIOUCK
YA3BUMOCTEN B HUX IMPOUCXOAUT HE TaK MHTEHCHBHO, Kak mis 11K, To
KE caMOoe€ KacaeTcsi U MOOWJIbHBIX MPUIIOKEHUM.




CoBpeMeHHBbIE MOOWJIBHBIE Opay3epbl yXe NPAKTUYECKH JIOTHAIH
HACTOJIbHBIE aHAJOTH, OJHAKO pacuIupeHue (PyHKIMOHAjIa BIEYET 3a
c000i1 OOJIBIIYIO CIIOKHOCTh U MEHBIIYIO 3aIUIIIEHHOCTb.

Jlanexo He Bce MPOU3BOAUTENH BHIMYCKAIOT OOHOBIICHHUS, 3aKPBIBAIOIIIHE
KPUTUYECKHUE YSI3BUMOCTH JJISI CBOMX YCTPOUCTB.

OcHOBHBIE COBETHI AJIsl 0€30MACHOCTH MOOMJILHOTO TejiepoHa:

1. Huuero He sABJISIETCS MO-HACTOSIIEMY OeCIIaTHBIM. Byib OCTOpOKEH,
BeJlb Korja Tebe mpejiaraloT OecIulaTHhIM KOHTEHT, B HEM MOTYT OBITh
CKPBITBHI KAKHE-TO TIJIaTHBIE YCITYTH.

2. Jlymaii, mpexzae yem otnpaBuTb SMS, ¢goto mwnu Buaeo. Thl TOUHO
3HaCIllb, TJI¢ OHU OYyyT B KOHEYHOM UTOTE?

3.Heo6x01uMo 0OHOBIIATH ONIEPAIIMOHHYIO CUCTEMY TBOEr0 cMapT(doHa.
4. Vcionb3yil aHTUBUPYCHBIE MPOTPAMMBI 1711 MOOUJILHBIX T€JIe(OHOB.
5. He 3arpyxaii npuiaoXeHHs OT HEM3BECTHOTO MCTOYHHKA, BEIb OHH
MOTYT COJICPKaTh BPEJIOHOCHOE ITPOrpaMMHOE 00ecTICUCHUE.

6. Ilocne Toro kak Thl BBIMACIHIL C caiTa, T€ BBOAWI JHUYHYIO
uH(dopMaluio, 3aiiI1 B HACTPOHKH Opay3epa u yaanu cookies.

7. Ilepnonuaecku MpoBepsi, KaKue IUIATHBIE YCIIYTH aKTUBUPOBAHBI Ha
TBOEM HOMEpE.

8. [aBaii cBOi1 HOMEpP MOOUIILHOTO Telle(OHA TOIBKO JIFOJISAM, KOTOPHIX
ThI 3HACIIb U KOMY JIOBEPSICIIIb.

9. Bluetooth gomkeH OBITH BBIKIIOUEH, KOTJA ThI UM HE IOJIB3YEIIbCA.
He 3a0bIBaii HHOT1a POBEPSITH 3TO.

Online urpni

CoBpeMeHHBIC OHJIAMH-UTPBI - OTO KpPAacOYHbIE, 3aXBaTHIBAIOIIHE
pa3BiiedYeHHS, OOBEIUHAIONINE COTHU THICSY YEJIOBEK MO BCEMY MHPY.
Wrpoku HCCIeqyloT AaHHBIM WM MHpP, OOINAIOTCS APYr € APYTrom,
BBITIOJIHSIIOT 3aJlaHUsl, CPAKAIOTCS C MOHCTPAMH U TOJY4YarOT OMBIT. 3a
yJIOBOJIbCTBUE OHU IUIATAT: MOKYIAIOT JTUCK, OTUIAYUBAIOT aOOHEMEHT
WM TIPHOOPETAIOT KaKHE-TO OIIIHH.

Bce aTu cpenctBa uayT Ha NMOACP)KaHUE U PA3BUTHE UTPHI, 4 TAKXKE HA
caMy 0€30MacHOCTh: COBEPIICHCTBYIOTCS CHCTEMBI aBTOPH3AIINH,
BBITTYCKAIOTCS HOBBIC TAaT4yd (MUQPOBBIC 3aIUIATKH IS IIPOrpamMM),
3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momo0HBIX UTpax CTOMT OmacaThCs HE CTOJBKO CBOMX COICPHHUKOB,
CKOJIbKO KpaXXH TBOETO Tapojii, Ha KOTOPOM OCHOBaHa CHCTEMa
aBTOPU3aINK OOJIBIITUHCTBA UT.




OCHOBHBIE COBETHI 110 0€30MACHOCTH TBOECI0 HTPOBOI0 AKKAYHTA!

1. Ecam ppyroit wurpok Bemer cels IJI0OXO WM CO3JaeT Tebe
HETMPUSITHOCTH, 3a0JIOKUPYH €r0 B CIIUCKE UTPOKOB.

2. Tloxanyicss agMHAHMCTPATOPAM MUIPhl HA IUIOXOE€ IMOBEICHUE ITOTO
UTPOKa, >KENaTeIbHO NPWIOKHUTh KAKHE-TO JO0Ka3aTelIbcTBA B BHJE
CKPUHOB.

3. He yka3biBaii muunyto nHGopMaiuio B npodaiisie urpshl.

4. YBaxxau Ipyrux y4aCTHUKOB IIO UTPE.

5. He ycranaBnuBaili HeopuiimaabHble MaTYU U MOJBI.

6. Mcnonp3yl CIIOKHBIE U Pa3HBIE TAPOJIN.

7. Jlaxxe BO Bpems UIPbl HE CTOUT OTK/IKOYATh aHTUBUpPYC. l1Ioka TbI
Urpaelilb, TBOM KOMIBIOTEP MOTYT 3apa3uTh.

OUIIMHT WIN KPAKA JUYHBIX JAHHBIX

OObIYHON Kpaxxel JEeHEer U JOKYMEHTOB CErOAHSI YK€ HHUKOTO HeE
YAUBUIIIb, HO C PA3BUTUEM HHTEPHET-TEXHOJIOTUN 3JI0YMBIIUICHHUKU
NEPEMECTUIINCh B UHTEPHET, U MPOJOKAIOT 3aHUMATHCS "MHOOUMBIM"
JIEIIOM.

Tak mosiBuiIach HOBasi yrpo3a: HUHTEPHET-MOILICHHUYECTBA WK (DUILIHUHT,
rJIaBHasl I1€J1b KOTOPOTO COCTOUT B TOJYYEHHUHU KOH(PHUACHIMATBHBIX
JIAHHBIX TIOJIB30BATEIIEN - JIOTUHOB M Tapojer. Ha aHTIIMHUCKOM sI3bIKE
phishing unrtaercs kak ¢ummar (ot fishing - peiOHas nois, password -
apoJib).

OcHOBHBIE COBETHI 10 00pHOE ¢ PUIIMHTOM:

1. Cnequ 3a cBoMM akkayHTOM. Eciy Thl momo3peBaclib, YTO TBOS
aHkeTa OblTa B3JIOMaHa, TO HEOOXO0IUMO 3a0JI0KMUPOBATh €€ U COOOIIUTH
aJMUHHCTpaTOpaM pecypca 00 3TOM KaK MOKHO CKOpee.

2. Hcnonw3yit Oe3omacHble BeO-CalThl, B TOM YHUCJE, WHTEPHET-
Mara3uHOB U MOMCKOBBIX CHCTEM.

3. Vcnonb3yii CJIOKHBIC W pa3HbIe Mapoiu. TakuM oOpa3om, eciu Teos
B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKH MOJY4YaT JAOCTYH TOJBKO K OJHOMY
TBOEMY NPOQUITIO B CETH, & HE KO BCEM.

4. Ecnu TeOs B3OMaiau, TO HEOOXOAUMO MPEeayNmpeAauTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE 00aBIEHBI y Te€OS B NPY3bsiX, O TOM, YTO TeOs
B3JIOMaJIM U, BOBMOXHO, OT TBOETO MMEHU OYJIET pacchbuIaThCs CliaM U
CCBUIKU Ha (PUIITUHTOBBIE CANTHI.

5. YcranoBu HanexHbii aposib (PIN) Ha MoOUNbHBIN TenedoH;

6. OTKJIIOYM COXpaHEHHE apoJis B Opaysepe.




7. He oTkpbIBaii (aiiiibl ¥ Ipyrue BIOKECHUS B MMUChMaX, Ta)Ke €CIIU OHU
OPULLUIM OT TBOMX JApy3eH. Jlydlle yToOuHM y HUX, OTHPABISUIM JU OHU
TeOe 3Tu Paisbl.

IudpoBas penyrauus

[udposas pemyranus - 3T0 HEraTUBHAs WM MO3UTUBHAs WHMOpMaLus
B cetu o Tebe. Kommpomerupyromnias uHpopmalius, pa3sMmelnieHHas B
UHTEpPHETE, MOXKET CEPhE3HBIM 00Pa30M OTPA3UTHCA HA TBOEH peanbHOM
xu3Hu. "ludpoBas pemytamus" - 3TO TBOM HMHIK, KOTOPBIN
dbopmupyetcs u3 uHpopMaluu o Te0€ B UHTEPHETE.

TBoe MecTO JKHUTENbCTBA, Yy4eObl, TBOE€ (HPMHAHCOBOE IOJIOKEHHUE,
OCOOGHHOCTM XapakTepa M paccka3bl O OJM3KMX - BCE OTO
HAKaIlJIMBaeTCs B CETH.

MHorue nogpoCTKH JErKOMBICIEHHO OTHOCSTCA K MyOJIMKALMKU JIMYHOU
uHopmanuu B UHTEpHETE, HE TOHMMAsT BO3MOXKHBIX MOCAEACTBUM. Thl
JIaXKe HE CMOXEIb I0TajaThCcsi 0 TOM, 4TO (hotorpadus, pa3MerieHHas 5
JIeT Ha3aJl, cTajga MPUYMHON OTKa3a MPUHATH TeOS Ha padoTy.
KommenTapuu, pasmenienue TBoux (ororpaduit m Apyrue ACHUCTBUS
MOT'YT HE HMCYE3HYTh JIaK€ IOCJEe TOro, Kak Thl UX YJaluilb. Thl HE
3Haelllb, KTO COXpPaHUJ 3Ty MH(OpPMAIIKIO, MoTaja JId OHA B TIOUCKOBBIE
CUCTEMbl U COXpaHWJIACh JIM OHA, a TJABHOE: YTO MOAYyMAalT O Tebe
OKpY)KAaroUIMe JIFOJIM, KOTOpbIE HAWAYT W YBUIOAT 3T0. Hauntwm
MHQOpMAIMIO MHOTO JIET CIYCTS CMOXET JII00OM - Kak U3 J0OpbIX
NOoOYKJI€HUHM, TaK U C HAMEPEHUEM NMPUUYUHUTH BpPEl. DTO MOXKET ObIThH
KTO YT'OJHO.

OcHoOBHBIE COBETHI 10 3a1UTe HMPPOBOH penyTaluM:

1. Tlomymaii, mpexae 4yeM 4To-TO IMyOJMKOBATh M Iepe/iaBaTh y ceOsl B
0JI0re WJIK B COLIMAJIBHOW CETH.

2. B nHactpoiikax npouiis yCTaHOBU OTPAHUYEHUS HA POCMOTP TBOETO
npoduiisd U €ro COASPKUMOT0, CAeNal ero ToJabKo "Ijis apy3ei’”.

3. He pa3memaii u He yka3biBail MH(OpMAIIKIO, KOTOpas MOXET KOro-
100 OCKOPOJISTH WIIM OOMKATh.

ABTOpPCKOE MPaBo

CoBpeMeHHbIC IIKOJBHUKH - aKTHBHBIC TOJIH30BATEIU IHUQPPOBOTO
npoctpancTBa. OJHAKO [OAJIEKO HE BCE 3HAIOT, YTO IOJIb30BAHUE
MHOTHMH BO3MOXXHOCTSIMH ITU(PPOBOTO MUpPa TPEOYET COOIIOICHUS TIPaB
Ha MHTEJUICKTYaJIbHYI0 COOCTBEHHOCTD.

TepMun "UHTEIEKTyabHast COOCTBEHHOCTh' OTHOCHUTCS K Pa3IMYHBIM
TBOPEHUSAM YEJIOBEUECKOTr0 yma, HauuHasi C HOBBIX H300peTeHUN u
3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh HA MPOAYKTHI M YCIYyTH, H




3aKaHYHUBAas KHUTaMHU, dboTorpadusamu, KHHO(GUIbMaMU U
MY3bIKaJIbHBIMA IPOU3BEACHUSAMMU.

ABTOpCKHe MpaBa - 3TO MPaBa HA UHTEIJIEKTYAJIbHYI0 COOCTBEHHOCTD
Ha MPOU3BEACHUS HAYKH, JINTEPATYPbl U HUCKyCcCTBA. ABTOPCKHUE MpaBa
BBICTYIIAIOT B KA4yeCTBE rapaHTuu TOTO, 4TO
WHTEJJICKTYyJIbHBINA/TBOPUECKUM TPYJT aBTOpa HE OYAET HaMpacHbBIM,
JACT €My CIpaBeJIMBbIE BO3MOXKHOCTU 3apaboTaTh Ha pe3yjbTaTax
CBOCro TpyJAa, TMOJYyYUTh HM3BECTHOCTh W Tpu3HaHue. Hukro 06e3
paspelieHuss aBTopa HE MOXKET BOCIPOU3BOAUTH €ro IMPOU3BEICHUE,
pacrnpoCTpaHsITh, myOJIUYHO JEMOHCTPHUPOBATH, poJaBarh,
UMIIOPTUPOBATh, NyCKaTb B  MPOKAT, MMyOJWYHO  UCIOJHSATD,
MOKa3bIBaTh/UCTIOJIHATE B 3Upe Wiu pa3meniatb B IHTepHeTe.
Hcnonp3oBanne "muparckoro" MNPOrpaMMHOrO OOECHEYEHUS MOMKET
MPUBECTU K MHOTUM PUCKAM: OT MOTEPH JAHHBIX K TBOUM aKKayHTaM J0
OJIOKUPOBKM TBOErO YCTPOWCTBA, TJE€ YCTAHOBJICHA HeJerajabHas
nporpamma. He cTouT Takke 3a0bIBaTh, YTO CYIIECTBYIOT JIETaJIbHBIC U
OecIIaTHBIE TPOTPAMMBI, KOTOPBIE MOKHO HAWTH B CETH.

O nopraJje

CeTeBUYOK.p( - TBOU TJIABHBIM COBETYHK B CETU. 37€Ch Thl MOXKEIIb
y3HaTh O 0€30MaCHOCTH B CETH MOHATHBIM U JOCTYIHBIM SI3bIKOM, a MPH
BO3HUKHOBEHUHU KPUTUUECKOW CHUTyallUM OOpaTUTHCS 3a COBETOM. A
TaKXe MPUHATHh Y4YyacTHE B KOHKYpCax M CTaTh CaMbIM IU(POBBIM
rpak1aHuHOM !




